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ABSTRACT 
 

A higher reactivity of nanomaterials specifically inorganic nanoparticles (NPs) compared to their 

counterparts, is caused by their unique physicochemical properties in the nanoscale such as large surface 

area to volume ratio and aspect ratio. In the case of metal and metal oxide NPs, gold (Au) and silver 

(Ag) NPs have been known to have appropriate therapeutic activities particularly anticancer and 

antimicrobial effects against a wide range of multidrug-resistant bacteria and cancer cells. However, low 

biocompatibility, bioavailability, and biodegradability in antibacterial and anticancer doses of these NPs 

are main hindrances to obtain an efficient safe formulation. For optimizing the micro and nano 

formulations, functionalization of the surface of Ag and Au NPs by biocompatible organic or inorganic 

materials has been applied in recent investigations. Therefore, in this review, various novel strategies to 

functionalize Au and Ag NPs particularly to hinder drug-resistant cancer cells and bacteria, have been 

discussed. In the term of an effective anticancer formulation, side effects of chemotherapeutic agents 

may be attenuated via employing multifunctional micro and nano agents composed of anticancer drugs, 

biocompatible materials and Au or Ag NPs. 
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Introduction 

Finding an effective formulation to hinder drug-

resistant microbial pathogeneses and cancers is a 

critical issue because of the low efficiency and 

adverse side effects of conventional drugs [1-6]. For 

example, antibiotic-resistant bacteria and cancer 

cells can bypass the antibiotics and 

chemotherapeutic drugs by several mechanisms such 

as overexpression of efflux pumps [7]. In recent 

years, nanotechnology have presented novel 

technologies for fabrication of nanomaterials in the 

scale of 1-100 nm, which may be applied in various 

medical sections, particularly for overcoming drug-

resistant bacterial and cancer cells [8, 9]. Top-down 

and bottom-up approaches are two main ways for 

synthesis of zero-dimension (nanoparticles (NPs), 

nanospheres and fullerenes), and one- dimension 

(nanotubes, nanofibers and nanorods), and two-

dimension nanomaterials (nanoplates and nanofilms) 

[10-12]. NPs without any bulk scale in three 

dimensions are interesting nanomaterials to passive 

and active targeting bacteria and cancer tissues. In an 

active targeting way, organic or inorganic NPs can 

be functionalized by a specific ligand to target 

related receptors of cell membrane (Figure 1) [13, 

14]. Metal or metal oxide nanoparticles, specifically 

gold (Au) and silver (Ag) NPs can be modified by 

adding various therapeutic agents directly or 

indirectly by photoreactive, heterobifunctional, and 

homobifunctional crosslinking reagents [15]. Here, 

recent advances and challenges about antibacterial 
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and anticancer activity of Au and Ag NPs are 

discussed to better understand of therapeutic 

applications of these NPs. In addition to antibacterial 

and anticancer activities of Au and Ag NPs, 

biocompatibility and bioavailability of these NPs 

have been covered in this review to obtain effective 

approaches of their formulations in physiological 

conditions based on micro and nano aspects.  

 
Fig. 1. schimatic illustration of active targeting of NPs by 

biological ligands [16].  

 

AuNPs 

Antibacterial activity  

Gram-negative and Gram-positive bacteria have 

different cell wall and membrane structure, which 

should be considered for formulation of efficient 

functionalized metallic NPs [17-20]. Bacterial cell 

envelope with glycolipids has a high affinity to bind 

the boronic acid group of phenylboronic acid (Figure 

2a) [21]. By this knowledge, AuNPs were modified 

with thiol- and amine-tethered phenylboronic acids 

due to binding with lipoteichoic acid (LTA) and 

lipopolysaccharide (LPS) of Gram-positive and 

Gram-negative bacteria, respectively. Moreover, 

different ratios of amine- and thiol-tethered 

phenylboronic acids or the density of surface coating 

of the AuNPs showed different antibacterial 

activities. In this regard, there was a broad 

antibacterial spectrum for uniform density of both 

acids [22]. Natural compounds related to plants, 

fungi, and bacteria have been used to produce and 

modify NPs [23]. For example, Acalypha indica 

aqueous leaf extract having phytochemicals of 

sildenafil citrate, geniposidic acid, 3,5-

dimethylphenol, palmitic acid, borneol, 2-hexyl-1-

octanol, and α-terpinyl acetate were exploited to 

synthetize AuNPs spherical shape of AuNPs with 20 

nm of size (Figure 2b). Coating cotton with 

photosynthesized AuNPs exhibited antibacterial 

activity as inhibition zone diameter of 31 and 26 mm 

against Staphylococcus epidermidis and Escherichia 

coli, respectively [24]. At neutral pH, bacterial 

envelope with a negative charge density resulted 

from carboxyl and phosphate groups in the 

lipopolysaccharides and peptidoglycan has more 

affinity to bind positive charge particles via 

electrostatic interaction [25] (Figures 3A and B). 

Therefore, functionalization of NPs by positive 

materials such as chitosan ore their derivatives may 

increase interaction of NPs with cell wall and 

membrane of bacteria followed by interruption of 

these hindrances [26]. Using different levels of the 

chitosan charge as amine protonation in a 

formulation can lead to dissimilar interaction 

between formulation and lipid membrane of bacteria, 

wherein the high charge density of chitosan 

displayed dispersion of chitosan on the lipid bilayer 

because the strong electrostatic interactions. In 

contrast, chitosan by a low density of positive charge 

can penetrate into the membrane with major 

perturbations in the structure of the lipid membrane 

(Figure 3C) [27].  

 
 

Fig. 2. a) Multimeric boronic acid to target cell-envelope 

glycans of Mycobacterium tuberculosis [21].  b) 

functionalization of the AuNPs by amine- and thiol-

tethered phenylboronic acids to target Gram-positive and 

Gram-negative bacteria [22].  



 

 

 

 
Fig. 3. A and B) interaction of positive charge particles with bacterial membrane having negative charge resulting from 

lipopolysaccharide and teichoic acid related to Gram-negative and Gram-positive bacteria, respectively [25]. C) Simulation 

for interaction of two chitosan models including CT+5 (with charge +5) and CT+1 (with charge +1) with lipid bilayer. 

Permission under the terms of the Creative Commons Attribution License (CC BY) [27]. 

 

Anticancer activity  

As mentioned in the introduction section, natural 

compounds extracted from primary and secondary 

metabolites of living organisms can contribute 

indirectly or directly in formation and surface 

functionalization of metal NPs. Curcumin as a 

phenolic compound obtained from Curcuma longa 

plant species has various therapeutic properties 

desirable for novel micro- and nano-formulations 

due to growth inhibition of both cancer cells and 

microbial pathogens. In addition, this metabolite can  

 

 

act as reducing and stabilizing agent for directly 

synthesis of Au and Ag NPs [23]. For the case of 

AuNPs, curcumin and isonicotinic acid hydrazide 

(INH) were employed to reduce Au
+3

 ions and 

modify surface of AuNPs to produce AuNPs-

curcumin-INH with hydrodynamic radius and 

polydispersity index of 53.4 nm and 3.1, 

respectively. Dose-dependent anticancer activity was 

indicated for AuNPs-curcumin-INH at 1 µg/mL 

towards K-2 cancer cells at 5 µg/mL with low 

toxicity against TIG-120 fibroblasts. Reactive 
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oxygen species (ROS) generation by this formulation 

at low-dose can activate cell signaling, but at high-

dose, dysfunction of biological macromolecules is 

expected via oxidative stress [28]. AuNPs were 

stabilized and functionalized by thiol-functionalized 

repeat units of polyamidoamine (AGMA1-SH) and 

Trastuzumab monoclonal antibody to target HER2-

positive breast cancer cells. These nanoformulations 

with 5 nm and a high positive charge exhibited the 

higher cellular uptake and cytotoxicity compared to 

the smaller formulations by 2.5 and 3.5 nm (Figure 

4) [29]. 

 

 
Fig. 4. A) Functionalization steps of AuNPs by polyamidoamine of AGMA1-SH and Trastuzumab monoclonal antibody. B) 

High cellular uptake of functionalized AuNPs with 5 nm size (copyright under the terms of the Creative Commons 

Attribution License (CC BY) [29]. 

 

AgNPs 

Antibacterial activity  

Naringenin (C15H12O5), a heterocyclic flavonoid 

extracted from citrus has various therapeutic 

activities such as anticancer activities, antioxidant, 

and antibacterial activity against different antibiotic-

resistant bacteria [30, 31]. This metabolite is known 

to hold the reducing and stabilizing role in formation 

of metal NPs. Reduced graphene oxide (RGO) (by 

carbonyl and hydroxyl functional groups of 

naringenin) was decorated by naringenin-AgNPs to 

prepare nanocomposites of naringenin-AgNPs-RGO. 

These nanocomposites exhibited antibacterial effects 

on a wide range of Gram-negative and Gram-

positive bacteria involving E. coli, Vibrio cholera,  

 

Staphylococcus epidermidis, Salmonella typhi, 

Rhodococcus rhodochrous, Proteus mirabilis, and S. 

aureus [32]. As another herbal compound, catechol 

(C6H6O2) was conjugated to chitosan polymer as 

reducing and stabilizing agent in AgNPs (a size 

range of 44.2 -48.9 nm with the spherical 

morphology) formation in one-pot reaction (Figure 

5A). As shown in Figure 5B, bactericidal effects 

were observed as a change in the permeability of 

bacterial membrane at very low concentrations of 

25 μg/mL and 14 μg/mL against S. aureus and E. 

coli, respectively [33]. In addition to plant 

metabolites such as flavonoids, terpenoids, saponins, 

and alkaloids [34-39], secondary metabolites of 

bacteria and fungi are suitable sources to 
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biosynthesize AgNPs (Figure 6) [40-42]. For 

example, alternant polymer with molecular formula 

C72H122O61 was applied for stabilizing spherical and 

aggregated AgNPs by a size range of 50–100 nm. 

These NPs showed antibacterial activity against S. 

aureus, Yersinia enterocolitica, Bacillus cereus, E. 

coli, Salmonella typhimurium with the inhibition 

diameters of 19, 18, 9, 12, and 20 mm, respectively 

at concentration 250 µg/mL. The hydroxyl groups 

(O-H), stretching of C-O, C-O-C, and symmetric 

CH3 bending were indicated as main functional 

groups for formation of AgNPs-alternant [43]. 

AgNPs in spherical shape with the size of ~33 nm 

were synthesized by a supernatant of Bacillus sp. 

HAI4 medium , which showed antibacterial effect on 

E. coli and S. aureus [44]. Moxifloxacin, a 

fluoroquinolone antibiotic was used to modify 

Ag2ONPs (by crystallite size of 53.26 and 50.87 nm 

for cubic and hexagonal phase) to synergize 

antibacterial activity, which E. coli and 

Pseudomonas aeruginosa displayed more sensitivity 

compared to Bacillus subtilis and S. aureus upon 

these NPs [45]. Another antibiotic, penicillin G was 

used to coat Ag@SiO2 triangular NPs in a core-shell 

structure, which showed minimum bactericidal and 

bacteriostatic concentrations of 350 and 130 ppm, 

respectively against methicillin-resistant S. aureus 

[46].  Thiobarbituric acid and11-

mercaptoundecanoic acid residues were employed to 

functionalize the surface of AgNPs as TBA-AgNPs 

and MUA-AgNPs, respectively. TBA-AgNPs and 

MUA-AgNPs exhibited values of 0.78- 0.078 µg/mL 

and 0.66-0.066 µg/mL compared to bare AgNPs 

(0.9-0.09 µg/mL) against Salmonella typhimurium 

TA98 for minimum bactericidal concentrations 

(MBC) and minimum inhibitory concentrations 

(MIC), sequentially [47].   

 

 
Fig. 5. A) Surface functionalization of AgNPs with chitosan and catechol by one-pot synthesis; B) TEM images 

presenting control and treated E. coli and S. aureus under AgNPs stress by a change in bacterial membrane 

permeability (a copyright under the license of http://creativecommons.org/licenses/by/4.0/.) [33]. 

 

http://creativecommons.org/licenses/by/4.0/


 

 

 

 

 
Fig. 6. Chemical structures of important secondary metabolites with antimicrobial activity in relation to bacterial and fungal 

sources (https://pubchem.ncbi.nlm.nih.gov/). 

 

Anticancer activity  

Inhibition of cell proliferation and activation of 

apoptosis may be caused by AgNPs via p53 

mediated signaling pathways, cellular block in the S-

phase and induction of G1 arrest [48, 49]. Preparing 

a novel formulation with the ability of precise 

targeting of cancer cells for reducing side effects of  

 

conventional chemotherapy and drug resistance is a 

vital affair. Multifunctional nanoformulations 

composed of paclitaxel (PTX), AgNPs coated with 

polydopamine (PDA), and tumor-targeting peptide 

NR1 were used as NR1/AgNP-decorated PTX 

nanocrystals to target cancer cells, increase cellular 

uptake efficiency, and activate pro-apoptotic P53 and 
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caspase 3 [50]. In a similar study, coated AgNPs 

with NeutrAvidin-PEG(5K)-thiols were more 

functionalized with biotinylated targeting peptide 

(RPARPAR) and monomethyl auristatin (MMAE) as 

a cytotoxic drug (Figure 7A). After the uptake of 

formulation by peptide-mediated endocytosis, 

MMAE was released under the degradation of the 

AgNPs via a lysosomal protease cathepsin B. 

Cellular uptake for these NPs was 85% relative to 

MMAE–AgNPs and MMAE with 5 and 20% values 

[51]. The endocytosis and passive diffusion are main 

pathways for penetration AgNPs into mammalian 

cells. Cell-penetrating peptides (CPPs) as small 

cationic peptides with 5–30 amino acids are majorly 

exploited to transport a plethora of micro and 

nanocarriers across cell membranes. Modified 

AgNPs with CPPs showed prominent anticancer 

activity against MCF-7 cells at concentration 

16 μg/mL [52]. Enhanced entrance of siRNA into 

mammalian cells is possible by modification of 

surface of the AgNPs followed by loading siRNA on 

the AgNPs. In this manner, carbosilane dendron was 

used to surface modification of the AgNPs and 

formation the stable complex with siRNA (anti-Bcl-

xl siRNAs). Efficient cellular uptake without 

increased anticancer activity were observed for this 

nanoformulation (Figure 7B) [53].   

 

 
Fig. 7. A: 1) Decorated AgNPs were functionalized with RPARPAR and MMAE; 2) peptide-mediated 

endocytosis of NPs; 3) release of MMAE under the degradation of the AgNPs via a lysosomal protease cathepsin 

B 4) Etching solution including thiosulfate and hexacyanoferrate can be employed to remove the AgNPs in 

extracellular space. copyright under the terms of the Creative Commons CC BY license [51]. B: Modification of 

AgNPs by dendron:siRNA; 1Ag, 2Ag, and 3Ag show the complexes of dendron:siRNA by molar ratios of 55:1, 

12.5:1, and 7.5:1, respectively [53] (Copyright under the terms and conditions of the Creative Commons 

Attribution (CC BY) license (http://creativecommons.org/licenses/by/4.0/). 

http://creativecommons.org/licenses/by/4.0/
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Conclusions 

Secondary and primary metabolites related to living 

organisms encompassing medicinal plants, bacteria, 

fungi, and lichens are known to hold various 

therapeutic potentials desirable to functionalize the 

surface of metal and metal oxide NPs specifically Au 

and AgNPs. Production of ROS by Au and Ag NPs 

at high doses can damage the biological 

macromolecules such as nucleic acids, proteins, and 

enzymes, but low cytotoxicity and activation of cell 

signaling may be resulted at low doses. In the case of 

anticancer activity, side effects of chemotherapy may 

be decreased by using multifunctional agents 

composed of anticancer drugs, biocompatible 

materials and Au or Ag NPs due to obtain precise 

tumor-targeting and reverse drug resistance. 

Therefore, according to this review, functionalized 

Au and Ag NPs can be the appropriate alternative for 

loading antibacterial and anticancer agents. 

However, more studies are needed to evaluate 

biocompatibility and bioavailability of effective 

antibacterial and anticancer doses in physiological 

conditions.  

 

Study Highlights 

 Surface functionalization of Ag and Au NPs by 

secondary metabolites of plants, bacteria, fungi, and 

lichens can be a safe method. 

 Production of ROS by Au and Ag NPs at high doses 

can damage the biological macromolecules such as 

nucleic acids, proteins, and enzymes. 

 At low doses of Au and Ag NPs, there are low 

cytotoxicity and activation of cell signaling.  

 Effective antibacterial and anticancer activities of 

these NPs in low doses can be possible using the 

surface functionalization by the natural compounds.  
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